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Bad things to do with privacy

Personal information on the web (e.g. a personal planner) may be seen by malevolent people.

Location and activity monitoring data may be seen by malevolent people.

Malevolent people may take advantage of web access privileges set on the patient's PC for a remote helper. 

Poorly thought out security concerns and misunderstood privacy concerns may impede the usefulness of a system.

Possible solutions

Empower the client to determine who can see what and for what purposes through detailed, flexible and dynamic access protocols (there is some good stuff elsewhere in the conference on this - e.g., see Session "Privacy 1")

Other bad things (possible solution)

Physical danger (risk analysis for safety)

Unrealistic expectations of research participants (keep expectations low and over deliver)

Clients may become reliant on the technology (have backup and fall back policies so that the service degrades gracefully)

Reliance on mechanical systems reduces human contact (use communication technology more imaginatively, replace human contact from carers with volunteer and family contact)

Ignorant policy makers may use the existence of technology as an excuse to pull funding (make it very clear what the technology does and what it costs to implement a service to deploy it)

Replacing human carers with technology could make the manufacturer or service provider liable to damages (make responsibilities clear, get a good lawyer!)

General

Bad things are avoided by carrying out a comprehensive risk analysis.

