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multi-formalism
uninterpreted 
      functions/predicate



2XWOLQH

■ V\VWHP

■ IRUPDO�GHVFULSWLRQ�WHFKQLTXH

■ DQDO\VLV�WHFKQLTXHV

■ DQDO\VLV�UHVXOWV

■ IXWXUH�ZRUN

■ VXPPDU\



6HSDUDWLRQ�0LQLPD�IRU�1$7
UXOHV�IRU�DLU�WUDIILF�FRQWUROOHUV

9HUWLFDO�
6HSDUDWLRQ

/DWHUDO�6HSDUDWLRQ

/RQJLWXGLQDO�6HSDUDWLRQ



([LVWLQJ�6SHFLILFDWLRQ

■ FRPSOH[�GHFLVLRQ�ORJLF

■ VWDWHOHVV

)RUP�RI�WKH�VSHFLILFDWLRQ�

■ LQIRUPDO�QDWXUDO�ODQJXDJH�����SJV�
² WKRURXJKO\�UHYLHZHG�DQG�LQ�XVH

■ SVHXGRFRGH�LQWHUSUHWDWLRQ����SJV�



$QDO\VLV

■ FRPSOHWHQHVV
² DUH�DOO�FRPELQDWLRQV�RI�LQSXWV�IRU�WZR
IOLJKWV�FRYHUHG�"

² ZKDW�DUH�WKH�FDVHV�FRYHUHG�E\�WKH
GHIDXOW�YDOXHV�"

■ FRQVLVWHQF\
² LV�LW�HYHU�SRVVLEOH�WKDW�WKH�VSHFLILFDWLRQ
KDV�PXOWLSOH�SRVVLEOH�RXWFRPHV�IRU�WKH
VDPH�LQSXWV�"



*RDOV

■ ERWK�VSHFLILFDWLRQ�DQG�DQDO\VLV
UHVXOWV�KDG�WR�EH�UHDGDEOH�DQG
UHYLHZDEOH�E\�WKH�GRPDLQ�H[SHUW

■ IRUPDO�VSHFLILFDWLRQ�
² LQ�D�VXLWDEOH�QRWDWLRQ

² GRQ·W�DGG�GHWDLOV

■ DQDO\VLV���UHWXUQ�UHVXOWV�
² LQ�WKH�WHUPV�JLYHQ�LQ�WKH�VSHFLILFDWLRQ



)RUPDO�6SHFLILFDWLRQ
■ FRPELQDWLRQ�RI�

² $6&,,�EDVHG�SUHGLFDWH�ORJLF
ªGHILQHG�W\SHV��IXQFWLRQV�DQG�SUHGLFDWHV�W\SHV

ª XQLQWHUSUHWHG�W\SHV��IXQFWLRQV�DQG�SUHGLFDWHV

² IXQFWLRQ�DQG�SUHGLFDWH�WDEOHV
ª VOLJKW�YDULDWLRQ�RI�$1'�25�WDEOHV

■ ���WDEOHV�����GHIQV�����XQLQWHUSUHWHG
IXQFWLRQV�DQG�SUHGLFDWHV

■ ���SJ�GRFXPHQW��IRUPDO�VSHF�� �����OLQHV



([DPSOH

VWUXFWXUH�FDSWXUHV�UHODWHG�HOHPHQWV�LQ�D�URZ

Default

FlightLevel(A)         _ < 280           _ > 450
TypeOfAircraft(B)         _ = Turbojet        _ = Supersonic
IsLevel(A)                              _ = T                       .
InCruiseClimb(A)                    .                          _ = F
Separation (A,B)              1000                     4000            2000

:flight;
FlightLevel : flight -> num;
IsLevel: flight -> bool;
:typeOfAircraft := Turbojet | Supersonic | Other;
TypeOfAircraft : flight -> typeOfAircraft;

AND

OR



'HILQLWLRQV�RI�&RPSOHWHQHVV
DQG�&RQVLVWHQF\�RI�D�7DEOH

■ FRPSOHWHQHVV�
² GHIDXOW�FDVHV

■ FRQVLVWHQF\�
² QR�WZR�FROXPQV�ZLWK�GLIIHULQJ�UHVXOW
YDOXHV�IRU�WKH�IXQFWLRQ�RYHUODS

■ ZLWK�UHVSHFW�WR�SRVVLEOH�YDOXHV�IRU
URZ�HQWULHV



2XWOLQH

■ V\VWHP

■ IRUPDO�GHVFULSWLRQ�WHFKQLTXH

■ DQDO\VLV�WHFKQLTXH

■ DQDO\VLV�UHVXOWV

■ IXWXUH�ZRUN

■ VXPPDU\



$XWRPDWHG�6WDWH�6SDFH�([SORUDWLRQ�$QDO\VLV
�)LQLWH�6WDWH�0DFKLQHV��%''V�

$QDO\VLV��&RQWH[W

5HTXLUHPHQWV�6SHF

?

6SHFLILHU

VLPSOLILFDWLRQV
WR�PDNH�ILQLWH

Heimdahl and Leveson
Heitmeyer, et al.
Hoover and Chen



5HTXLUHPHQWV�6SHF

%''V

6\PEROLF�)XQFWLRQDO
(YDOXDWLRQ

(QFRGLQJ

&RQYHUW�WR�)LQLWH

6HPDQWLFV

IXOO\�H[SDQGHG
SUHGLFDWH�ORJLF

PDSSLQJV

FKHFNHU

UHVWUXFWXUH

UHVXOWV
)UDPHZRUN



.H\�IHDWXUHV�RI�WKLV�DSSURDFK

■ GLUHFW�XVH�RI�H[SOLFLW�GHIQ�RI�VHPDQWLFV
² LQWHJUDWH�QRWDWLRQV

■ V\PEROLF�IXQFWLRQDO�HYDOXDWLRQ

■ HQFRGLQJV�EDVHG�RQ�VWUXFWXUH

■ UHYHUVH�PDSSLQJV�DQG�VWUXFWXULQJ�RI
UHVXOWV



$QDO\VLV�5HVXOWV
■ FRPSOHWHQHVV�DQDO\VLV�IRXQG�

² PLVVLQJ�DVVXPSWLRQV�´HYHU\RQH�NQHZ�DERXWµ
�GRPDLQ�NQRZOHGJH�

² LQFRUUHFW�SDUWLWLRQV

■ FRQVLVWHQF\�DQDO\VLV�IRXQG�
² WKUHH�SODFHV�ZKHUH�WKH�UHTXLUHPHQWV�DUH
LQFRQVLVWHQW

■ V\PPHWU\�DQDO\VLV�IRXQG�
² DVVXPSWLRQV�DERXW�WKH�XQLQWHUSUHWHG�WHUPV



(QYLURQPHQWDO�$VVXPSWLRQV

■ SUHGLFDWH�ORJLF�FRQVWUDLQWV
IRUDOO�$�IOLJKW��127��,V/HYHO�$��$1'�,Q&UXLVH&OLPE�$���

■ DQDO\VLV�
² DSSOLHG�WR�H[LVWLQJ�LWHPV�RI�WKH�FRUUHFW�W\SH

² H[LVWHQWLDOO\�TXDQWLILHG�RXW�RI�UHVXOW

■ OLPLWHG�RXWSXW

■ DOORZHG�V\PPHWU\�FKHFNLQJ�WR�EH�PRUH
VXFFHVVIXO



)XWXUH�:RUN

■ H[WHQGLQJ�IUDPHZRUN�WR�GR�PRGHO
FKHFNLQJ�RI�VSHFLILFDWLRQV�ZLWK�VWDWH�
VXFK�DV�VWDWHFKDUWV

■ DHURQDXWLFDO�WHOHFRPPXQLFDWLRQV
QHWZRUN��$71�



6XPPDU\
■ DQDO\VLV�WHFKQLTXH�

² KDQGOHV�XQLQWHUSUHWHG�IXQFWLRQV�SUHGLFDWHV

² GHILQLWLRQ�RI�WKH�VHPDQWLFV�XVHG�LQ�DQDO\VLV
ª LQWHJUDWH�PXOWLSOH�QRWDWLRQV

² WDNHV�DGYDQWDJH�RI�VWUXFWXUH�IRXQG�LQ�WDEOHV

² XVHU�FDQ�DGG�HQYLURQPHQWDO�DVVXPSWLRQV

² UHWXUQ�UHVXOWV�LQ�WHUPV�DQG�VWUXFWXUH�RI
VSHFLILFDWLRQ

H[WHQG�ZKDW�FRXOG�EH�GRQH�IXOO\�DXWRPDWLFDOO\



7KHVLV��9DOLGDWLRQ�RI�6\VWHP
6SHFLILFDWLRQV

■ PXOWL�IRUPDOLVP�VSHFLILFDWLRQV

■ XQLQWHUSUHWHG�IXQFWLRQV�SUHGLFDWHV

■ H[SORLW�VWUXFWXUH�LQ�VSHFLILFDWLRQV

■ OHW�XVHU�FRQWURO�WKH�DQDO\VLV�WKURXJK
WKHLU�NQRZOHGJH�RI�WKH�GRPDLQ

H[WHQG�UDQJH�RI�ZKDW�FDQ�EH�DXWRPDWLFDOO\
DQDO\]HG



3UHVHQWDWLRQ�RI�WKH�6SHFLILFDWLRQ

PL[HG�+70/���IRUPDO�VSHF

+70/�SUH�SURFHVVRU

+70/ IRUPDO�VSHF

VLQJOH
VRXUFH

��FURVV�UHI�XVH�WR�GHIQ
��WDEOHV�LQ�IRUPDO�VSHF�
DV�+70/�WDEOHV

RQ�OLQH

��ERWWRP�XS�RUGHU





([DPSOH�RI�$QDO\VLV�5HVXOWV



$GYDQWDJHV���&RQWULEXWLRQV
■ XVH�WKH�H[SOLFLW�GHIQ�RI�VHPDQWLFV�GLUHFWO\
LQ�DQDO\VLV��DOVR�VLPXODWLRQ��SURWRW\SLQJ�
DQDO\VLV�RI�VHPDQWLFV

■ JHQHUDO�IUDPHZRUN�IRU�
² PXOWLSOH�QRWDWLRQV��PXOWLSOH�DQDO\VLV�WHFKQLTXHV

² QRQ�IRUPDO�PHWKRGV�SHUVRQ��IRUPDO�PHWKRGV
H[SHUW

■ UHWXUQ�UHVXOWV�DW�FRUUHFW�OHYHO�RI
DEVWUDFWLRQ

■ H[SORLW�LQKHUHQW�DEVWUDFWLRQV



5HODWHG�:RUN
■ EXLOGV�RQ�H[LVWLQJ�ZRUN�E\

² +HLPGDKO�DQG�/HYHVRQ

² +HLWPH\HU�

² HVSHFLDOO\�IRU�GHILQLWLRQV�RI�FRPSO�FRQV

■ 396
² VLPLODU�DSSURDFK�EXW

ªGLGQ·W�KDYH�WR�DGG�D�FRQVWUXFW�WR�WKH�ODQJXDJH

ª FRPSO�FRQV�QRW�UHTXLUHG�E\�GHIQ�RI�VHPDQWLFV

ª HQXPHUDWLQJ�UHVXOWDQW�FDVHV

ª WRRN�DGYDQWDJH�RI�HQYLURQPHQW



(PEHGGLQJ

■ KDG�WR�JHW�LQWR�D�FRPPRQ�IRUP�IRU
DQDO\VLV

■ 6��$6&,,�QRWDWLRQ�EDVHG�RQ�KLJKHU
RUGHU�ORJLF��RSHQ�WRRO�VXSSRUW

■ SUHGLFDWH�ORJLF�SDUWV�ZHUH�JLYHQ
GLUHFWO\�LQ�6

■ WDEOHV�ZHUH�HPEHGGHG�LQ�6�XVLQJ�D
WH[WXDO�UHSUHVHQWDWLRQ



6HPDQWLFV�RI�WKH�WDEOHV

■ DOVR�ZULWWHQ�LQ�6��JLYHQ�LQ�$SSHQGL[�

■ NH\ZRUG�´7DEOHµ�RU�´3UHGLFDWH�7DEOHµ
LV�WKH�VHPDQWLF�IXQFWLRQ

■ ´H[HFXWDEOHµ�LQ�WKDW�WKH\�FDQ�UHGXFH
WKH�WDEOH�LQWR�VRPHWKLQJ�LQ�WHUPV�RI
WKH�HQWULHV�LQ�WKH�URZV�DQG�%RROHDQ
FRQQHFWLYHV



7KHVLV�6WDWHPHQW

+DYLQJ�DQ�H[SOLFLW�PDFKLQH�UHDGDEOH
RSHUDWLRQDO�VHPDQWLFV�IRU�D�QRWDWLRQ
ZLWKLQ�D�FRPPRQ�IUDPHZRUN��SURYLGHV
D�V\VWHPDWLF�ZD\�WR�H[SORLW�LQKHUHQW
DEVWUDFWLRQV�WR�FDUU\�RXW�VWDWH�VSDFH
H[SORUDWLRQ�DQDO\VLV�



)LUVW�6WHS��'HDOLQJ�ZLWK
0XOWLSOH�1RWDWLRQV

5HTXLUHPHQWV�6SHF��6���WDEOHV�

6\PEROLF�)XQFWLRQDO
(YDOXDWLRQ

��"""""""""

6HPDQWLFV



6HFRQG�6WHS��'HWHUPLQLQJ
9DOLG�$EVWUDFWLRQV

5HTXLUHPHQWV�6SHF��6���WDEOHV�

6HPDQWLFV

6LPSOLILFDWLRQ

0DSSLQJV

9DOLG�6LPSOLILFDWLRQ
&KHFNHU



7KLUG�6WHS��0DSSLQJ�WR�D
)LQLWH�'RPDLQ�DQG�"""

0DSSLQJV ��"""""""""

&RQYHUW�WR�)LQLWH

%RROHDQ�RSHUDWLRQV�WR�GHWHUPLQH�PLVVLQJ�
FDVHV��HWF�



)RXUWK�6WHS��5HWXUQLQJ�5HVXOWV

%RROHDQ�RSHUDWLRQV�WR�GHWHUPLQH�PLVVLQJ�
FDVHV��HWF�

0DSSLQJV

5HTXLUHPHQWV�6SHF��6���WDEOHV�

)RUPDWWLQJ�RI�5HVXOWV��
5HYHUVH�0DSSLQJ

5HVXOWV



5HTXLUHPHQWV�6SHF

$XWRPDWHG�6WDWH�6SDFH�([SORUDWLRQ�$QDO\VLV
�)LQLWH�6WDWH�0DFKLQHV��%''V�

6\PEROLF�)XQFWLRQDO
(YDOXDWLRQ6LPSOLILFDWLRQ

&RQYHUW�WR�)LQLWH

6HPDQWLFV

6WDWH�5HODWLRQ

)LQLWH�6WDWH�5HODWLRQ

6LPSOLI\LQJ
$VVXPSWLRQV�

2XWSXW

fix this picture


