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FBI-Apple encryption dispute (2015-2016)

Follows https://en.wikipedia.org/wiki/FBI%E2%80%93Apple encryption dispute

In 2015 and 2016, Apple Inc. received and objected to or challenged at least 11 orders
issued by United States district courts seeking to compel it “to use its existing capabilities to
extract data like contacts, photos and calls from locked iPhones running on operating
systems iOS 7 and older” in order to assist in criminal investigations and prosecutions

— Newer phones use strong encryption, which Apple can’t break

— The government has sought to compel Apple to write new software that would let the government bypass these
devices’ security and unlock the phones

Best known case:

— Feb 2016: FBI wanted Apple to create and electronically sign new software that would enable the FBI to unlock a
work-issued iPhone 5C it recovered from one of Dec 2015 San Bernardino terrorists (killed 14 people, injured 22)

— The phone was locked with a four-digit password; set to erase all data after ten failed password attempts

— Apple declined to create the software

— A day before the hearing, the government obtained a zero-day exploit and unlocked the phone itself

— The Los Angeles Times later reported that “the FBI eventually found that Farook's phone had information only about
work and revealed nothing about the plot”


https://en.wikipedia.org/wiki/FBI%E2%80%93Apple_encryption_dispute

Privacy and the Government

“It should be illegal to sell a mobile phone
that cannot be decrypted by the police
If so ordered by a court.”

A total of 41 vote(s) in 74 hours

3 (7% of users) . Strongly agree
8 (20% of users) - Agree
4 (10% of users) - Neutral
16 (39% of users) _ Disagree
10 (24% of users) - Strongly disagree



Government-Issued ID

« Government-issued ID is needed for many activities
— Getting into a bar
— Flying on a plane
— Renting a car
— Opening a bank account

« Advantages:
— reduce illegal activities
— Hard for people to change identities

» Disadvantages:
— Facilitates fraud (easier to assume my identity)
— Facilitates data mining (provides a unique key)

Should everyone be required to have a government ID card? Should there
be rules about what I’'m allowed to do without showing government ID?



Public Records: Statutory Disclosures

« Census
— Purpose: ensure that seats in Parliament are apportioned correctly
— Worry: this data may also be used for other purposes
— Much recent political discussion about the long-form census

« Revenue Canada
— Intentional disclosure (rogue employees)
— Unintentional disclosure (lost laptops)

...how worried should we be about the existence of such records?



“Lie Detectors”

* Present Day: Polygraphs

— Scientific status: ambiguous
= NAS: better than chance, far
from perfect (in lab conditions)
— Legal status:
= USA:

= Canada:

« Near Future: Neuroimaging

— Legal status:
= |ndia; 1 murder conviction




A Working Lie Detector

« Suppose a 98%-accurate lie detector were invented. What

should its legal status be?

— A. Admissible in court, and can be court ordered.

— B. Admissible in court, if the subject volunteers. (USA)

— C. Usable during investigation, not admissible in court. (Canada)
— D. Never to be used.



